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FCC Statement

This device complies with Part 15 of the FCC rules. Operation is subject to the following two conditions: (1) this
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

Changes or modifications not expressly approved by the party responsible for compliance could avoid the users’
authority to operate the equipment.

Important Safety Information
PLEASE READ THIS CAREFULLY BEFORE USING WF35 POS PDA

Always treat your product with care and keep it in a clean and dust-free place

Do not expose PDA to moisture or humidity

Do not expose PDA to extreme high or low temperatures

Do not attempt to disassemble your product

Use only the chargers and batteries approved by WideFly Limited. The use of any other type may invalidate any
approval and warranty. No reverse charging with other chargers, they may have inverse polarity

Never use the charger if the plug is damaged

Never touch the charger it your hands/feet are wet

Do not expose the charger to water, it may cause electrical fires

Do not repair the charger yourself for your safety

To reduce the risk of fire or burns, do not disassemble crush or puncture the battery

Recycle or dispose of the battery safely and properly according to local laws and regulations

Do not dispose of the battery in fire or water

Do not let the metal contacts on the battery touch other metal object, it could lead to short-circuit and damage
the battery

Only approval batteries, chargers that are designed for the model can be used with the PDA unit
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Chapter 1: Overview

1.1 Front, Rear, Side & Bottom View
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[ __JJW

| I
Protective Flip Cover | 1_\
A

* USB Host for External

Detachable Devices \

Light Sensor
a2 y 3
| I |
/ Touch Panel & LCD
N/

£

e

Top

Shortcut Key (Left) |

|
| Shortcut Key

(Right) |

| MicroSD Card Cover |

Reset Key

- [Famone |

ActiveSync)

P.1

Strap Hole

Without Flip Cover

Strap Hole

Stylus

USB (for Charging & \— Headset Jack



Widefly Ltd. WF43 User Manual
http:/ /www.widefly.com Rev 1.0

| Hand Strap Hole * USB Host for External

Detachable Devices

| Strap Hole

| Stylus

| Speaker | Battery Cover

| Battery Cover Latch |
N\

|
|

Hand Strap Hole

MicroSD Card Cover | j 1 [ /

)

*For example: MSR (Magstripe Card Reader), Laser Barcode Scanner, RFID Reader

1.2 LED Status

Power / Main LED (left) indicates Wi-Fi & battery status.

LED status Descriptions

Red flash Battery low

Red solid Battery very low (will auto off PDA soon)
Amber flash Battery charging

Green solid Battery full

Blue flash (quickly) Wi-Fi searching

Blue flash (slowly) Wi-Fi connected
Off Wi-Fi disconnected / Wi-Fi auto off status
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1.3 Loading and Removing Battery

Loading Battery

Align the battery metal contacts with the contacts inside the battery compartment.

1.

2. Press the battery downwards until it fits the battery compartment. Push the battery until
it is locked automatically.

Removing Battery

1. Turn off the PDA by press-and-holding the power key for 1 second. Press “"OK” on the

“Power off” dialog box.

2. Open the battery cover. Push the battery lock to the left and hold it.

Battery Lock
(Push to the left and hold it)

=

3. Gently lift the battery by pulling the strap attached to the battery top position.

Unload by pulling

‘ / the battery strap

P.3
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1.4 Charging Battery

Charging by USB Power Adaptor
Plug in the USB power adaptor to PDA’s bottom USB socket.

55 Socket

Charging by Cradle
WF43 Charging Cradle (Item code: WF43CC) is an optional accessory that is able to charge

WF43 as well as an independent battery simultaneously.

Plug in the PDA on

/ the charging cradle

Insert the battery at the
back slot and charge it
independently

Plug in the USB Power
adaptor to the Cradle
USB socket at the back

NOTE: PDA’s USB socket was loaded with 5V=(DC), 500mA during normal condition.

DO NOT uses the power adaptor other than the one provided by
Widefly or warranty will be voided. Most consumer USB power
% adaptors DO NOT have sufficient power rating as well as
protection circuitry to support charging PDA & extra battery via

cradle.

P.4
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1.5 Power ON / OFF

Power ON

® Battery Level Very Low

wp ihe Fyriam,
WA

To power on the PDA, press and hold the power key for 1
second. When there is green LED, the unit is ready to boot

up to the operating system.

However, if the LED is RED (or no LED light), battery level
is very low and is insufficient to boot up the unit. A warning

screen will be displayed.

To restore to the minimum required power, charge up the

unit for 10 to 15 minutes.

Normal boot up screen displays system info below:

[ Serial No. (SN), a globally unique no. to identify a PDA

n ROM Version and Version Date

n Model No.

n Language (e.g. EN is English version, EN+SC is English
+ Simplified Chinese version)

n Operating System: WM6.5

[ The “Verifying ROM checksum...” should display OK or
else the system could not be loaded properly. In that

case, re-flashing of ROM is required.
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Power OFF
To power off the PDA, press-n-hold the power key for 1

second. System will pop up a dialog box “Power off”.

Press OK to confirm system shutdown.

Hobficatsan
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1.6

1.7

Suspend (Sleep) / Resume (Wakeup) PDA

PDA can be suspended like sleeping, called “sleep mode” to achieve maximum power saving.

When PDA is in sleep mode, the LCD backlight and touch panel are off, CPU is in sleeping status

while Wi-Fi can be kept connected.

[ To force sleeping (suspend) of the PDA manually, lightly press the power key.

[ To wake up (resume) PDA manually, lightly press the power key again. Once woken up,
PDA is back to the original status with the LCD backlight on and CPU running.

NOTE: Please refer to “Chapter 9: Power Management” for power settings.

% “Sleep Mode” is a unique Widefly feature that allows maximum

power saving yet Wi-Fi connection could be kept online.

Soft Reset (Reboot) by Hardware Reset Key
Soft reset may be necessary in case system does not response any button & screen contacts.
The soft reset is like a reboot of the system. It does not erase any installed programs or

saved data.

Always save the data within the active programs running on PDA before performing a soft reset

or unsaved data may be discarded.

Reset button (pressing by stylus) |

To perform a soft reset (reboot):
n Locate reset button at PDA botton, left to the USB socket

[ Lightly press the reset button by stylus

n System will be rebooted

Note: “soft reset” is a force reboot of system. It discards all recent changes of system

settings or file content that are pending for flushing to the physical flash memory.

Always use “Power off” (press-and-hold power key) to turn off
% the PDA or recent changes of system settings / registry may not

be saved to the file system.

P.7
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1.8 Clean Reset (Restore to factory default)

In case a thorough reset of PDA is required, clean reset can be performed to erase all installed
programs, settings and data. The clean reset is equivalent to restoring system to factory
default.

To perform a clean reset:

[ Turn off the PDA (press-and-hold the power key and select “Power Off")

[ Press-and-hold PDA's right shortcut key (keep holding)

n Press the power key to boot up the unit.

(] Keep holding the right shortcut key until “Clean Reset” screen is seen. Follow the

screens below:

il Caidi M, D eta E I8l B=EnR
1= cancEl, geaid 'III_Illl. bullon

T o fms, iiais E I8l B=AELR
1= cancEl, prasd |||_|III. bulioa

“Clean Reset” screen Press left shortcut key twice to Subsequent reboot will restore
confirm clean reset PDA to factory default settings

Note: clean reset could also be performed via Windows Mobile environment. Please refer to
Chapter 14.3 - Clean Reset.

% “Clean reset” is a process to restore system to factory defaulit.
All installed programs and data will be erased.

P.8
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1.9 Stylus & Screen Calibration

In case touch screen could not respond to tapping positions on screen accurately, recalibration

may be necessary. Click Start > Settings > Screen

-
o — align screen

Qubana b
st ===
1 Lisintaet [ raghvi-Bugeaend ) :It'q;
Lniacapet [brh-Sarakad| Be—etly
Align Yereen
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O W el
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Ll wall ptnbius 0 mowe ualll e
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Follow targets and tap the screen
by stylus
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1.10 Anti-drop strap, Anti-slip hand strap & Holster

Standard PDA package comes with anti-drop elastic strap and anti-slip hand strap. Anti-drop
strap is a proven and effective solution to help protect PDA from damaging when the unit drops

to the ground.

Anti-drop strap

m  The anti-drop strap attaches to PDA bottom

strap hole

m  The other end of the strap is a lock, designed to

W
KRk

attach to user’s belt position

i

m  The middle part of the strap is an elastic spring

that is able to absorb the force when the PDA

i
ey

in

unit is hitting the ground or when PDA is out of

]

users’ hands

i
]

png
1

-
-

-

-

]
]
0
L}

m A detachable design to facilitate users to return

the PDA units to their supervisors / managers

Hand strap & tethered stylus. The tethered stylus could be To insert hand strap, remove the

This is an extra stylus longer than inserted and held by the hand tethered stylus first. Curve the
the PDA’s one. strap. one corner of the strap and insert

into the strap hole.
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Use sharp pliers to pull it out of Adjust the length by affixing the Hand strap attached. Anti-drop
the strap hole further hook-and-loop position strap could be used together

..J
AL ELE

The tethered stylus could be held
by the middle of the hand strap

% It is site proven that anti-drop elastic strap helps reduce
damaging of PDA effectively.

Holster
Holster is an optional accessory to facilitate holding of PDA from the waiter/waitress belt

position. The holster is designed to use with anti-drop as well as hand strap altogether.

i

Holster clipped at belt position PDA in inserted to the holster The unit is taken out from the
upside down. To further protect holster naturally.
the unit, anti-drop strap is used.
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1.11 Screen Protectors

Each standard package comes with a piece of screen protector film. The film helps protect

touch screen from scratches, tears, dirt, dust, oil and grease effectively.

% Screen protector film is a highly recommended accessory to help
protect touch screen from wear & tear.
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Chapter 2: System Information

2.1 S/N (Serial No.), Memory & Version
System information provides important information for deployment and ongoing support. To

access the info, tap Start > Settings > System Info
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PO SN OO0D0EATT 0700 Fidkal FEog e
s 45101 MA
Hadal 10 L S k] 5
Ligned 08T it}
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Tota 15045 ]
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FEmigan mMh
Lianed ME
BAH | Fewary || Vermon | WELAN | BN | Flervmory || Wermon | WRAN |
m S/N is a globally unique serial no. to m  Memory info

identify a PDA
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2.2 Operating System Information
Operating system information is shown at Start > Settings > Others > About
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CE 06 S.2.I1T1S ¢hesid ZL115.50.0) a
© 20 Mcroucht Corporabon i Sy Wimtnate: et fiofTactrry weetm zzm/
& rgh b reserved . e nyfoala i ung her hE=
Tha computer proges o profmcisd By U5 Ther e FideTol [m_ J

e sl cogyright igtfddor V2.0 & & Freswans from Fasn
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Operating System info Device ID info. Default ID is License info
WF43

2.3 Wi-Fi & Network Information
Wi-Fi and network information provides important information for network configuration. Tap

Wi-Fi icon or tap Start > Settings > Wi-Fi > IP Information (tab page)

—— Internet Protocal{TOR TP )—— Praperly | Walue

DHCP Yes
DHCP L Physical Address  00-24-23-Je-da..
1P Address IP Address 192.168.1.205
Subnet Mash 255,255.255.0
192.168,1,205 Default Gatrway 192.168.1.1
=R DHCP Server 192.168.1.1
Win Pri Seever
255,758,355 0 e $ac arvar
Defandt Gatewr Lease Obtalned  20031-09-17 &; ..
Lease Explires H11-09-17 8 ..
192.168.1.1
Physical Addreis
00-24-23-3e-da-c

IP address info Detail IP address info, e.g. DHCP
Server, DHCP lease time
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Chapter 3: Admin & User Mode

3.1

Introduction

WF43 PDA has two distinct modes of operation: Admin Mode and User Mode.

In Administrator Mode, system administrators or field service technicians have full rights to
configure system settings and install / un-install applications. This is a mode typically used

for initial stage of setup and ongoing maintenance.

User Mode, as its name implies, is specially designed for end users who use the PDA as a
dedicated working terminal or appliance. Since system configurations are completely hidden
in user mode, e.g. IP address, Wi-Fi keys, application shortcuts & etc, system integrators (SIs)
would find deploying WF43 solutions much fewer support calls in compare with deploying
consumer based PDAs. Since users have no way to access to file system in this mode, no files
or local database can be tampered or taken out of the device. Therefore, data security could

be enforced effortlessly.

The Start Menu shortcuts could be customized independently in Administrator Mode and User

Mode. Standard control panel features in admin mode are reduced in user mode.

The characteristics of the Administrator Mode and User Mode are summarized in below table:

Mode Description

Administrator Mode u An operating mode for administrators & System integrators.
n Full administrative rights in major system configurations:
Network settings, e.g. Wi-Fi profile settings
Program installation / un-installation

1
2
3.  File manager for file, folder, shortcuts access
4 Driver / OS update

5

System backup & restore

User Mode [ An operating mode for end users or operators in production site.
n The PDA works like a kiosk. Only designated applications (via

shortcuts) are allowed to execute.

n Access to system configuration is prohibited

% User mode enables zero support of the PDA because all system

settings are hidden from the end users.

P.15
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The following are screen captures for comparing administrator & user mode.

In user mode,

only limited set of control panel features are available.

Administrator Mode

User Mode

FETORF [ Seking
L]

m  Full items in start menu

m  Full features in Start > Settings

Configurable items in start menu (default is
empty except Today & Settings shortcut)

m  Limited features in Start > Settings
Note:
m In user mode, features are further

restricted by hiding some tab pages of
settings.
For example, WLAN panel in user mode has
no “Advanced” tab page to configure
settings.
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3.2 Default Mode
A brand new PDA is pre-configured to run as Administrator Mode. All features can be
accessed without restrictions. To configure default boot up mode (Admin or User), goto Start
> Settings > User/Admin Mode.

m Change to User Mode (under Admin Mode)

ddimin Lnar Wode To change to “User Mode”, simply select “User” and press
rOafeuk Mode “Reboot”.
) Lo
() Admin Note:
- Mext Reboot Mode! Applied Once)— m To apply change of default mode, system reboot is
O e required.
E'"'“‘“'“ = Under Admin mode, no password is required for changing
Meboot | to user mode.

[Ny PRt Y Mmu| Fuml 4 [

Change to Admin Mode (under User Mode)

& iite P R & 220 XU A ke Biou & rar RN Mkt ¥ B & s X

kbmdni i Uasr Mads RS | Unar Meda

| or |
) e

e Pasmvord |
| Lser

Peichind B lie T e [l
Mext Reboot Mode{ Appliad Owca)-
= Condrm Paswword |
() Admin |

O
MW:H Changs Fgamenit | H _l t
L [ala] sl el Pl a]a] -J-= wa ula] ]l slel slal]a] -] =
telalalal T Lalol lel=l) lafaLel Tl ol elol ]

End users cannot break the user mode restrictions and thus “"Default Mode"” options are greyed out.

For administrators, they could select “"Next Reboot” option as "Admin” and press “Reboot”. This
triggers reboot of system into Admin mode but not changing the original default user mode. However,
password is required (Default password is 12345678). Admin mode password should be changed

when PDAs are deployed to production environment.
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3.3 User Mode Restrictions
The following table summarizes the restrictions in user mode.

Items Purpose
System settings change m  No changes of environment pre-configured by
(Most are features of control panel) administrator

m  No support due to accidentally changes of settings

Application shortcut change m  No changes of application environment

(Start Menu shortcuts)

Program installation / un-installation m  No installation of unauthorized applications, e.g. games,
personal utilities
m  No removal of pre-configured applications & runtime

libraries

Direct access to files & local databases | m No unauthorized access to files & database

(via File Manager) m  No copying of data out of PDA

m  No program installation via SD card

Note: Administrator should not create shortcut to file manager

in user mode

ActiveSync connection m  Prevent unauthorized installation / un-installation of
applications

m  Prevent direct access to files, local database & setting

systems

3.4 Customizing Admin / User Mode Shortcuts
Program shortcuts shown Start Menu can be customized independently in admin & user mode.

Typically, user mode may contain only one or two application shortcuts.

Shortcuts Admin Mode User Mode

Start Menu \Windows\Start Menu\Programs \Windows\menu_eng_user\Programs
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Chapter 4: Regional Settings

4.1 Date & Time Setup
To change date/time and time zone, double tap the Windows taskbar Real Time Clock (e.g.) or
tap Start > Settings > Others > NTP

I.
ED September 2011 1

5 W T W T F 5

L 1 2 3
4 5 & 7 A & 140
i1 12 15 14 [ 18 17
i 15 3 M 32 33 M
L el
|10:52:57 PM = | Bo07:25 AM 2
Time Tane Time Zone
{/GMT+08:00) Beijing, Chongging = | i
] : ; GMT-08:00) Paciflc Time (LS &
o ! [ GMT-04:00) Tijuans, Bajs
it Y 1 GMT-07:00) Mountain Time [US
(GMT-07:00) Chihwabus, La Paz,
Dabe TarE Syne Thme Rl GMT-07:00) Arizoas
m  Adjust date & time m  Time zone must be properly configured if “Time Sync” is

used. Otherwise, system could not display correct time
according to local time zone setting.
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4.2 Auto Time Synchronization
The “Time Sync” feature enables auto time synchronization with any time server supporting
Simple Network Time Protocol (SNTP) on the network via Wi-Fi connection. Tap Start >
Settings > Others > NTP (Time Sync tab page)

& B o 1ms2 E By default, the SNTP Time Sync function is enabled.
m To enable/disable the Time Sync function, tap to
bl SNTP Time Symcheonieation check/uncheck the “SNTP Time Synchronization”
checkbox.
SNTP Server Addiess
_ m  The default SNTP server is time.nist.gov.
[time. nistgow | _ . _
m  System integrator could configure a POS server with
SNTP service for synchronizing date/time to all PDAs.
Refresh Timen{seco
l“"':' aid | In that case, SNTP server address could be IP
address like 192.168.x.y.
|—, m  Default Time Sync refresh period is 3600 seconds
Bt (i.e. 60 minutes).
m  Tap the “Sync Time” button to manually perform a
Date/Tima! Syne Tima Time Sync operation immediately. (Remember to set
- 1]

the correct a time zone)

NOTE:
m Time syncis disabled in sleep mode. Nexttime sync
attempt will be deferred when PDA is manually

woken up.

P.20



Widefly Ltd. WFA43 User Manual
http:/ /www.widefly.com Rev 1.0

4.3 Regional Settings
Regional settings like date & time format, number and currency format can be configured in
Start > Settings > Input & Languages > Regional Settings.

m Iy seizoge 1 e o Sed Iy seimmge 1 e o s

Regicnal Hottngn Regicnal Hottngn Regicnal Hottng
cpinh (Lindee] Docemmd wyerod L+ Tima wamiphac G M
Appiarancs nampln o.ofdocio paces 7] Tirrm aty (T -
omaasisialiho et SRS — S —
Tura 16112 30 4 Ha. of degr i g g ___ 7] Ayl B+
Drod  Thesio b e [— L R - w—
13, 3841 matove e peemied =
Hogabivs rusdr bt [0, -
Bouay lacdirgg v Bz =]
N L] 115 =

Region tab page Number format tab page Time format tab page
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Chapter 5: File Explorer

5.1 File Explorer
File Explorer is one of most frequently used tool.

cut, paste, paste shortcut, delete & etc.

| HUSIL

| My Decemani

| Frogrem Fles

P ommail LIRLTEA R
£ il L TETE AN 1 ;
7 mip_netify 1510 192K
T ple e Hex

Start > File Explorer

Creating Shortcuts

Tap top left folder selector to
jump to parent folders.

It provides all basic file operations like copy,

By rola [uple B o lma X
= My Darmmen « aid -

| My PR

| My Vs

| Tamiplales

o VLA sl LIL/IE  TRER

O

To jump to immediate parent
folder, simply tap the bottom left
“Up” label.

There are two ways to create a shortcut: “Copy & Paste Shortcut” using File Explorer and

ActiveSync. The following is an example using File Explorer.

Er rile Duples

" Wi - T .
= —
| sl i

o abeut BIGE fadm Fie LK

P oAgwSammerSaba . FMA/10 19.TE
FrolgeSenaeriaba_  Ti4/11 FLIK
P AgrSanseriabe Flajin 1aFE
= ggcarilng Flafil BooE

pry e Call TiEf1L LAGE

Tap-and-hold the file and “Copy”

Er rile Duples i a: B W
o+ By Deoements = Mamd -
B Wy Ml Hedresh
i Ny Pt Sherer Al Filles
| My Vilaad
FaslE
| Templaies -
VLA Rk m
Ftrany Fodcihir
 —

Tap-and-hold to “Paste Shortcut”
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|y Vilaars
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Chapter 6: ActiveSync (PC Synchronization)

Microsoft ActiveSync is software that allows user to synchronize Windows Mobile or Windows CE-based

devices with a Windows-based PC.

If a PCis running Windows Vista/7, ActiveSync is managed through the Windows Mobile Device Center.

For earlier versions of Windows, Microsoft ActiveSync is needed to be installed. The Microsoft

ActiveSync 4.5 is recommended for installation.

The ActiveSync enables files browsing, applications installation/removal.

6.1

Configure ActiveSync via USB
By default, the PDA uses the USB port for the PC connection to ActiveSync. User may double
check the status on Start > Connections > “USB to PC"” and “ActiveSync”

Windows XP Professional is used for illustration purpose. Make sure ActiveSync (or Windows
Mobile Device Centre) is properly installed.

m  Right click ActiveSync tray icon in the Windows taskbar

m  Select "Connection Settings...” from the pop up menu.

m Enable the “Allow USB connections” checkbox option

i Conneition Settings x|
Waiting for dewice bo connect - .
ol [ Cormect.... |

¥ Shews stabus on in baslbae

@lu*ﬂmm

I Allosy conmections Lo one of the follcwing:
= 7l

Thes computer |5 connected fo:

1.&!.:‘.-:111.1!:-: ‘:I

I Ogen AcresSyn vhen ey denice conneds

_ o | [ ] _comn |
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6.2 Running ActiveSync via USB
Make sure PDA is under admin mode (since USB is disabled in User mode by design for security

purpose).

Connect PDA to PC via mini-USB cable. PC’s ActiveSync will be started automatically.
m The ActiveSync tray icon will changes from grey to green

m  The ActiveSync startup dialog appears. Select "No” and press “Next”
=l

Sgt Lip o Partnership

L' Ftianr pim s ipfr hd e o e B
o

ey [ e T L I T T
X =% LR T e B
‘ 4 i e B e s el g
-
© fe
i

b g perenhe R | Can ety
L, i By Jr—rw @ Fr 0

| ot =y b prcieores efoesEEr Lol up ey
ded @  pEr m R | e oy o e——
Al s Pt wy e s Tl O

b ) ewd | e |

m  Press “Explore” to browse the files and folders of the PDA remotely

Il ()

Fle Yew [och fwp

usst .@
Correes brdd -

Fade [einly &
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Chapter 7: Wi-Fi Settings

7.1 Wi-Fi Status and Taskbar Icon
Tap WLAN icon on the status bar or tap Start > Settings > Wi-Fi to open WLAN panel. Tap
the Wi-Fi on/off button to manually turn on or off the Wi-Fi. The connected network name

(SSID), MAC address, signal strength, .channel, etc are shown in the main page

By wuan B o 10:se B
Status: OFF
WLAN boot up: @ ON () OFF WLAN boot g i ON () OFF WLAN bt wp % ON () OFF
Signal Strength({dBm): NONE fignal Serength{dBm): -48 fignal Serength{dBm): -4F

'
MNetwork: MONE Network: boncat Network: boncat
AP Addr: NONE AP Addr: 00-13-10-1F-M-cc AP Addr: 00-13-10-1F-M-c
AF Channel: NOME AP Charmed 1 AP Charmed 1
[#] Single Network Locking f] Single Metwork Locking f] Single Metwork Locking
Main | Netwarks| [P Address|ad 4] ¥ Hain Networks!|[P Address (Ad 4] Hain Networks!|[P Address (Ad 4]
= WLAN is off »= Tap WLAN button to turn it on » Wi-Fi connected to a access
= WLAN icon: grey with red = Wi-Fi is searching for networks point

Cross (access points) = Wi-Fi icon: green
= Wi-Fi LED: off = Wi-Fi icon: amber * Wi-Fi LED: blue flash (slow)

= Wi-Fi LED: blue flash (quick)

7.2 Wi-Fi boot up default state
By wuan o ERTE W By default, Wi-Fi is turned on after system boot up.

For offline application, Wi-Fi default state could be

+ configured as “off”

Signal Strength{dBm): NONE ' Note:

WLAN last on/off state is not remembered in the

| l system. The behavior follows the settings in this
HNebwork: MONE option.

AP Addr: NONE

AP Channel: NOME
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7.3 Single / locked SSID feature
Single / locked SSID is a special feature to lock to a designated network (i.e Access Points with
the same SSID). This ensures users will not accidentally connect to nearby access points

(APs) and cause interruption of POS application and support calls.

CEEEEETEEY [T [T

o R i N I (5510}
i . Status: Comnecting... :
Lr) : -
i © Al available netweth - boncat __T
! (] This i an ad hoc metwork
WLAN bootep: ) ON () OFF Name | Mode™ 72
_ L R ; Austhentication:  [Open -
b dBm ) -48
ignal Strengthdim) [ -
— ] g i I |
NextG-CEABLE Infra Metwork key:  lgggsan
kaulynil Infra
e 01115170188 Tnfra Wiy b i |
kariml Infra
AP Addr: 00-13-10-1F-Ti-cc puta mgl'
AP Chanmel 1 Saatus: Searching...
| Main Hmlwﬂmlﬁir Man mﬂhwmmlﬁir
= Tap WLAN on/off button to = Wi-Fi displays all available * Enter security info, for
turn on Wi-Fi networks*. example Authentication,
* Tap “Networks” page * Double tap a network name to Encryption and etc.

start configuring it
= For hidden network, tap “Add
New” to add a profile manually

= Tips: Since network key can be as long as 26 characters (WEP 128-bit .
key). Such key could be copied and pasted from text editor.

= To paste, tap-and-hold the input field of network key. Select “Paste” in
the popup menu
Text editor is located at Start > Tools > IgtEditor

* Note: A Wi-Fi access point can be configured to broadcast or hide its SSID. Only networks with

broadcasting SSID can be searched and seen in the list.
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Delete a SSID profile

Network to Acoess:

All adailable netwath =

Hame | Mode
boncat lacked

= To delete a SSID profile, goto
“Networks” page

* Press-and-hold the SSID .
» Select “delete” from the popup
menu

% “'Single / locked SSID"” feature ensures that PDA only connects

to designated network
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7.4 Configure static IP address & DNS
Tap WLAN tray icon or tap Start > Settings >Wi-Fi and select the IP Address (tab page) to
define the static IP and DNS

() Dbtain an IP address via DHCP

1P Address 192 168 1 M
Swbnet Mask 255 IS5 155 O

Detault 192 168 1 1
Main DMS 192 168 1 1
Secomd DNS

m  Define static IP address
m  Always input default “Default
Gateway”. See note below

Important Note: Always define “"Default Gateway”. Wi-Fi module has a special mechanism
to maximize Wi-Fi seamless roaming across access points. If your network does not has a
network router, default gateway could be pointed to POS server or any network equipment
that could respond to TCP/IP traffic.

% Always define “"Default Gateway” as it is required for seamless

roaming
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7.5

Wi-Fi Seamless Roaming
Wi-Fi reliability lies in the ability and performance of Wi-Fi seamless roaming. With the

enhanced WLAN driver and firmware by Widefly, PDA could typically roam across access points

(with same SSID) less than a second. The PDA provides genuine roaming, which online

applications is transparent to the roaming process while the network session (TCP/IP) could be

maintained. This ensures no interruption to real-time POS applications.

To configure Wi-Fi roaming, tap Start > Settings > Wi-Fi > Advance (Tab page)

[w] Keep connected when 03 sieeps
Perlodic keep alive: Tmin =]

Auto off WLAN after | =
disconnected L

&rea channel gah fow =
[5] Austor retry WILAN cosnection
Auto retry time: 3 =

Ilrh'q-:-rlsiﬁ!' Aﬂlﬂm-ﬂd‘ﬂﬂilr

=

Multiple Access Points (AP) Environment

For multiple APs site, it is important to perform wireless site survey

to figure out the best placement of access points in order to provide

t;he best coverage of wireless signal with the least signal

...interference.

Roaming Trigger Level “*-75dBm” is an optimal value for most

environments. The mechanism works like below:

] When the signal strength of a Wi-Fi connection becomes weak
and beyond roaming trigger level, Wi-Fi will search for nearby
APs in background transparent to users. The searching will
not impact existing Wi-Fi connection.

] In this status, a "R” will be added on top of the Wi-Fi icon.
This “"R” indicates background searching for AP. The Wi-Fi
status will be displayed as “Roaming”.

] If an AP could be searched with signal strength better than
10dBm of the trigger level, i.e. -65dBm if -75dBm is the trigger

level. Wi-Fi will roam to this AP automatically.

WLAN boot up: L R

$ignal Strength{dlim}: -75
e |

Metwosk; dmaum

AP hddr: dit-5d-dc-dT-da-cd
AP Channel: &
L] Single Metwork Locking

ain | Wetworks 1P Addre | hdd 4] ¥

Note:

Roaming trigger level is also a key performance meter to the
wireless site survey. For example, -75dBm is equivalent to a
performance level that in every single location of a wireless site,
there should be one AP providing signal strength -75dBm or better.
If APs are placed with the least interference (e.g. adjacent channel
1, 6, 11) and they have fully covered the site, seamless roaming

could be achieved easily.
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m Single Access Point Environment
Best Performance Best Batlery For single AP site, since there is no more access point with stronger
ﬂ - signal that would be roamed, selecting “Only use one AP” will be

Roaming Trigger Levek: -75 optimal. This will disable system from searching for nearby access

................ m'
point and thus will save power.

] Dy wse ene AP :

b s R To apply change of this option, restart of Wi-Fi is required (i.e. tap

Feriodic keep alhve: -
2 E the Wi-Fi button OFF and then ON again).

Auto off WLAN after | =
IEIdhmmrnﬂ:nd L

&rea channek: mhvl
[w] Autos retry WLAN cosmection
Auto retry time: 3 =

ar— Mdm;umu“|b

Tio apply the settre, ploasa
reatarl WeFy

[+] Keep connected when 05 sleeps
Ferlodic keen albve: (3 min =

For detail tips and tricks of deploying multiple APs in a wireless
% site, please refer to the document “Best Practices for
Deployment Widefly POS PDA - Wireless Site Planning &

Implementation”
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7.6 Always-on W-Fi

m Wi-Fi remains connected in “Sleep mode”

Best Performance [Best Battery “Always-on Wi-Fi” is a unique feature of Widefly solution. This is a
ﬂ' . design to Keep Wi-Fi connected even PDA is in sleep mode. By
Roaming Trigger Levek: -75 default, it is turned on. See checkbox “Keep connected when 0S
=
- sleeps”
......... [ Cily use one AP
- :
el Keep o e ‘When PDA enters “sleep mode”, touch screen and LCD are off, CPU is
................... Ferlodic keep.alhe: '

in sleeping status for maximum power saving while Wi-Fi connection

@:#"‘"m after Zmin __ =| s kept connected.

&rea channek: mm-—'

[s2] Aut petry WLAN cossection In “sleep mode”, pressing the power key will wake up the PDA
huto refry Bime: 308 | manually. Online POS application could transmit data to POS server

“ml 5| [P Addrecs -m ;" F a5 long as PDA has woken up without any delay re-connecting to
network.

If “"Always-on Wi-Fi” is disabled, it could achieve maximum power
saving in “sleep mode”. However, it will take 5 to 10 seconds to
re-connect to AP if PDA is woken up manually. This may defeat the
key requirement of the always-on Wi-Fi connectivity of a POS

application.
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7.7

WLAN Profile Recovery

If Wi-Fi may not function properly, e.g. SSID is lost because of registry corruption, the recovery function

allows restoration of the last-known-good WLAN profile.

This feature reduces potential support due to abnormal Wi-Fi behavior in case of system registry issue.

Wi-Fi Profile
[bancat lothed
[ R
[ Restore from file |
[ Backup curent settings. |

» Tap “Restore” page

Wi-Fi Profile
[bancat locked
| [ o g ]
[ Restare from file |

Advance. Survey | Restore [P Tn F

= Wi-Fi profile could be restored
from a file

Last Wi gaftingd
[y =50 e

Advance Survev Restore [P In F

* Press “"Restore last settings”
will restore last known good
Wi-Fi profile

P.32

Wil Profile
[bancat Inthed
[ R
..... | Restorefromfle |
[ Backup curent settings. |

Advance Survev Restore [P In F

= Existing Wi-Fi profile could be
saved by pressing “Backup
current settings” in INI file
format.
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Wi-Fi profile file format

The following is a sample Wi-Fi profile INI file that could be used for Wi-Fi profile restoration.

[Network]

Use DHCP=0

IP Address=192.168.18.51
Subnet Mask=255.255.255.0
Default Gateway=192.168.18.1
Primary DNS=192.168.18.1
Secondary DNS=

Primary WINS=

Secondary WINS=

[Wlan]

SSID=WFWEP

NetworkType=1

SecurityType=1

EncryptionType=1
NetworkKey=12345678901234567890123456
WEPKeyIndex=1

SingleNetworkLock=1

[Control]
RestoreWlanIni=0

[Comment]

WirelessNetworkType:
WirelessNetworkType_Infrastructure = 1
WirelessNetworkType_AdHoc = 2

SecurityType:
SecurityType_Open =1
SecurityType_Shared WEP =2
SecurityType_ WPA_EAP =4
SecurityType_ WPA_PSK =5
SecurityType_ WPA2_EAP =6
SecurityType_ WPA2_PSK =7
SecurityType_Both =8

EncryptionType:
EncryptionType_None =0,
EncryptionType_WEP =1
EncryptionType_TKIP =2
EncryptionType_AES =3

EAPType:
EAPType_None =0
EAPType_PAP =1
EAPType_Chap =2
EAPType_MD5 =4
EAPType_EAP =6
EAPType_TLS =13
EAPType_LEAP =17
EAPType_TTLS =21
EAPType_PEAP =25
EAPType_MSCHAPV2 = 26
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7.8 Wi-Fi periodic keep-alive

e e 4 s

Best Performance Best Battery There is common that access points would kill Wi-Fi connection
ﬂ' . session if it has been idle for few minutes. This causes issue to
Roaming Trigger Levek: -75 application requiring always-on Wi-Fi.
{}
Dinly AP
O it o Since PDA is not being notified of such session drop events, new
. [z Beep connected when 08 sespn..........

6utgoing network traffic from PDA application will suddenly trigger

reconnection of Wi-Fi. It means users will experience 10+ seconds

..... |'£| -:-".'HIEH WLAR i".'i'&'i“'"& g "ma‘elay until connection is re-established.

Area channet: § mis

10 mim

[+] Autn retry WLAN connel5 min

, (20 min
hibo rekry tme: Ly .

Ierm:i[P Addrets ﬁ min__

Note:

To avoid connection session drop due to prolonged idle, the PDA has
a “Periodic keep alive” feature that would talk to AP periodically to
avoid connection session drop. By default, 3-minutes is an optimal

value for most APs.

If idle connection setting could be configured by AP (however, most has no such option), it should be

defined such that it is longer than the value of periodic keep alive.
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7.9 Wi-Fi Auto off and Auto Connection Retry

s e 4 i

Best Performance Best Battery When PDA is out of signal range, system will start searching for SSID
ﬂ in a limited time frame defined in “Auto Off WLAN after
m“““ﬂ"“"' 75 disconnected”. Itis a design to prevent battery from being drained
. quickly as Wi-Fi searching is a power consuming process. By
(] Oy woa sme 4P default, this feature is enabled and WLAN will be off if no AP is found
[+] Keep connected when 05 sleeps

for 2 minute.

\?\Ii-Fi Auto Connection Retry after Auto Off

When Wi-Fi is in auto off state, “"Auto retry WLAN connection” will

retry connecting to AP if it has been idle for a time frame equal to the

value defined in “Auto retry time”. If the value is 30 seconds, the

feature will wait for 30 seconds before it starts searching for SSID

again.

Thus, if there is no signal, PDA will search AP for 2 minutes and then

jump to Wi-Fi auto off for 30 seconds. This cycle will repeat itself
until Wi-Fi connection could be successfully established. This
process strike a balance between power saving and Wi-Fi

connectivity.

Wi-Fi auto off dialog box

When PDA is in Wi-Fi auto off state, a dialog box "WLAN is auto off!
Tap here to restart” will be displayed at lower right of the screen.
User may trigger reconnection to AP immediately by tapping this

hout waiting or tapping the Wi-Fi tray icon.

PDA in Wi-Fi auto off state
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7.10 Notes to Application Developers
When it comes to online POS application, TCP/IP network programming is a key concern to

developers because it is the core communication module governing the robustness and

stability of the application.

In general, for a PDA online application, its TCP/IP network traffic is either initiated by PDA

client or POS server. Different programming approaches should be considered in different

scenarios. The following are useful tips for developers concerning about this.

Client-initiated design

“Wi-Fi always online” feature keeps Wi-Fi connection to the AP even the PDA is in sleep
mode. Whenever user presses the power key to wake up the PDA, the client application
could immediately send traffic to the POS server without experience any delay.

Due to the fact the server is always listening to incoming traffics, it is optional for the
client application to validate the TCP connection before doing a client-server operation.
However, the server initiated traffics are treated differently. Please see the next section

for details.

Server-initiated design

The “Wi-Fi always online” feature allows “server initiated” network traffic even when PDA
has entered sleep mode. This allows server to wake up the PDA for alert function or data
synchronization request.

In theory, when PDA has entered sleep mode, any incoming unicast IP package can wake
up the PDA from sleeping. However, in practice, the effect depends on the types of
traffic sending to the PDA.

If the sender traffic is a ping request and a connectionless UDP package, it is quite
common that a single traffic is not sufficient to wake up the host PDA. More often, it takes
several pings or UPD packets to fully wake up the PDA.

If sender traffic is a connection oriented TCP package, sender’s network layer may need
auto-retry mechanism until the PDA wakes and acknowledges.

For the best practices of server initiated traffics, server needs to keep sending alive
requests to PDA in every second until the PDA acknowledge before the actual

server-client operation.
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Chapter 8: Bluetooth

8.1 Overall

(Bluetooth feature will be available later)
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Chapter 9: Power Management

9.1 Battery & Charging Status
Open Power settings at Start > Settings > Power

= Running with battery = Battery charging

9.2 Dim Backlight Settings

To configure dim backlight settings when the system has been idle for some time, goto Start

> Settings > Backlight.

Baehlsgitt Ha<hisgitt Baehlsgitt
Warmng Lamg hacklohi whin on batery El:wrlhnudﬂlldtvﬂ'
v sl pfauntalp redoce bafery b =k Lol B | :l Bastry Brgiimess JAmibeent Laght Sermor)
AU Wi o
R R e— Turs o backlghl when @ Bulson & i
En'\.:tl.lil:"u | IEI l-;'ll.ltulll.lnlhlun-nl.lq:ll.l Rty
Turs iy barhlagil wheimy & B o 0
= [ o Mo sieees o lalped [ L'-
O Exderrrend
=] 1}
=E=-
................................ T ST I ST Fromr o T s

st Dwes BETGE 10 COPr [

“Battery Power” page “External Power” page “Brightness” page.
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Turn off Screen/LCD, System Sleep & CPU Speed

To configure screen/LCD turn off settings when the system has been idle for some time, goto

Start > Settings > Power > Advance (page).

{ O haiery prenn
H M am - L -
e B mintes ]

i Onaxternsl pewer:
H Farm i sorean if mot

L fy

hru-"f|h|---'ﬂ.1| ]| S-rurqt| l.'rl-H-l-'l

By default, screen/LCD is turned
off after 3 minutes idle

System Sleep Mode

Sleep Mode Explained

Fawn

() Aute Moda: 208 - E2EMHL
) Fioed Mo —

|::'h".l.l.l—u— b iy

@ Normat $20M1|

() Power-Savieg: 2EMIE

e e

e

This options enabes “System
Sleep” when screen/LCD is off.

) Fioed Mode —
I::l Muinastaiim ! G Y
B normat S0Mia]

() Power-Savieg: 2EMIE

F Frnabls wyifem ueen whes weren B
Gl
il ]

e e

e

Default CPU speed is 520MHz.

“Sleep Mode” is a unique power saving feature innovated by Widefly. This mode enables

exceptionally low power consumption like power off status while the Wi-Fi connection could

still be kept. This mode empowers “"Always-on Wi-Fi” even the system is in deep sleep status.

To enter “Sleep Mode” when the screen is turned ON:

m Press power key or

m Put the PDA upside down for 5 seconds.

option “Enable system sleep when screen is off” selected)

System Wakeup

When PDA is in “Sleep Mode”, it could be woken up by:

This will enable auto screen off (This also requires

m Pressing the power key. This also turns ON the screen & backlight. OR

m Incoming network traffic (TCP/IP/ICMP network packets).

For example, POS server program may send data to PDA client programs while they are

sleeping. Once system is reverted to normal, client programs are able to process the data

from POS server. Another example is PDA being pinged by the external networks. Note

that this kind of wakeup will NOT turn on screen & backlight.
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9.5 Battery Low

Battery Low Warning - 5%

Ky Sesrt
B iy 5 When battery level drops to 5%
[ Power indicator / LED turns to red Flash
[ ] “Main Battery Low” notification will be popped up.
Ham Balisry Lew
T prevans pusidtlbs s bem | repas o
rechurge o hatiery scoordng B Ba
rrarus
Drursann
&y semi Battery Very Low Warning — 0%
: en battery level drops to 0%
L L When battery level drops to 0%
[ ] Power indicator / LED remains in red solid
[ System will be shutdown automatically
Note:

] If battery level is too low, it may not be able to boot up the
system and NO LED light is showed when power key is
pressed. In that case, recharge of battery for 10-15 minutes
is required to recover the battery level.

., For normal battery power, pressing power key will either show

Ham Ealisry Vary Low
green or red LED. Red indicates insufficient power to boot up

T prevdey pusiils s bem | repaas oF :
rrcharpe o hatiery sccordng B Ba : :
] i ™ the operating system.

[ User is advised to recharge the empty battery or battery

Crurmann

lifetime will be shortened if such empty state has been stayed

for a long time.
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Chapter 10: Terminal Services Client / Remote Desktop

10.1 Create TSC/RDP Profile
Different from other Windows Mobile PDAs, WF43 uniquely supports Microsoft Terminal
Services Client (TSC) / Remote Desktop (RDP) with auto-login, auto-start application as well
as COM port redirection feature. Note: TSC & RDP are the same terminology used by

Microsoft. To create a RDP profile, follow the screens below.

B Remeas O

1
|14}

ratral
Compuser Lesgon sekiings
Type the namae of the compuler, or

- =1chooss & compuler from ta diop
s doayn Il

i bl rl-ﬁ-:E[:\E LE_Z200 :l

Lir et |F1’a-_1| |

Passavnid |-.-.--.-.- |

: Ei-a-.—l Y paraiered

L. ~ Lannckion . wktings
Saw ELffEnl Sallfgs, oF Gfen
Sl COMMBMIEDA

] [om)
[Conmet ][ cancel | pytiom <<
I —

= Goto Start > Remote * Tap “Options” to expand detail * Enter all info especially the
Desktop Mobile setup fields logon username & password
= Select “Save Password”

T LY Lanchl Bihodices | ".'_

-Remeote Dealdop Siee -

Lokl Basoeces| | Progass | LA]D,

- Stat & prograen
[ srart the fodowing program os con

. [hooas [he 508 Of youl MENotE
desktop. Dradg the shder 5 the
—*  way o e Fght 1o oo

Program paim ard il name

BT _ Kaboasd |FL'A5 B
Led Mg = Bomby Window kiry tom bsnalons
: o = Bk i
[} . B e ecampin 2T STRE) A M g =
| . N |
R {0n th PEmods Comptar T - 5 |
“Colors “Local devi I ST S
.I"';'__ Cilor {18 bt} _I onfsct autsmatsaly b s
! = 8 ocal devei when g on i
- _ en rprvrf e F=grreng e
| | Dk drives
| Satial poti
| Conmect || Cancel | Prtioms =< | Conmect || Cancel | Prtioms =<
= Uncheck to hide connection = Disable remote sound from = Configure auto run program
bar at the RDP screen top being played on PDA and its startup folder.

Leaving blank will start
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standard Windows desktop.

= P Oad omm

= Go back to page “General” and = Open file explorer and check if e RDPUE8SSoR EstablighEd:

press “Save As” (Remember to the RDP profile file exists Note that SIP (Soft Input
check “Save my password” = Tap the RDP file to run RDP Panel) is shown at the bottom
option). session screen.

Bmel pow g | s = fDad omm
= If RDP profile shortcut is = Bottom SIP is hidden (if RDP .
placed on today screen, session is started via Today
bottom SIP will be hidden. Screen).

See next screen capture.
= For details, please refer to the
next section 10.2
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10.2 Create RDP shortcut at Today Screen
It is most intuitive to start a RDP session if end-users could directly run it via Today Screen.

For the detail steps creating RDP shortcut on Today Screen, please refer to Chapter 16 -

Configuring Today Screen.

screen.

Below are some screen shots placing the RDP shortcut of today

= Place a RDP shortcut at today
screen

= Place a ToggleStart utility to
show/hide top taskbar

10.3 Serial Port (COM Port) Redirection

COM port redirection is a very important feature if RDP application requires communicating

with PDA’s local COM port, i.e. accessing local port remotely from the server.

= Tap taskbar is hidden

Typically use is

to open barcode scanning COM port for getting scanning result or to open Bluetooth generated

virtual COM port to print receipts.

follow the steps below:

B Remeas O ot Eodd W

Driglay oal Beurces | [A]F
-ﬂrqnhm“und—

¥ baard

et Ambe Windowd by Lo bshalens
B v evampie MTTRE)

ion the remols compaber =)
-Liscal davi

confict uiomatcaly o s
Bt e Qe on g

Viuk romesi@l pEavrrn i

| | Dk drives

_lI'I'S-ﬂldl o e

* At page “Local Resources”,
enable “Serial Ports”. Save
the settings into profile file.

abtpp Comrartion Security Waming

That folosyng local devicns will Ba made ava
compater. Thg may be polendaly usials

- Sl Ports
Yaou should procesd ooly ¥ you trust e cos

in

= For the first time RDP is run, it
pops up a warning message
serial ports are being
redirected to RDP server.

= Select “"Don’t prompt me
again...” to disable this
warning.
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To create a RDP profile with COM port redirection enabled,

Run cmd.exe and type
“Change port /query”. This
will list all ports including
server’s local ports and PDA's
redirected ports.

For example, COM9 is the
redirected port for barcode
scanning result.
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10.4

10.5

Magstripe Card Reader (MSR)
Unlike previous model WF35, WF43 does not require to have special RDP configuration when
MSR is used. (WF35 needs to modify KeyboardHookMode setting).

RDP Profile File Format
RDP profile file is indeed an UNICODE text file. Advanced RDP settings could be configured by
modifying the file content. To open the file for edit purpose, goto Start > Tools > IgtEditor.

Note that IgtEditor is a freeware. For details, please refer to Chapter 17.

RDP profile file could be edited to change its behavior. The table below is technical reference

of the RDP profile file format.

Keyword:type:value Description

AudioRedirectionMode:i:0 Indicates where the audio plays. A value of zero (0) indicates that
the audio plays on the host computer. A value of 1 indicates that
the audio plays on the remote device. A value of 2 indicates that
the audio does not play.

AutoReconnectionEnabled:i:1  Indicates whether an attempt is made to automatically reconnect
to the host if a connection is lost. A value of 1 indicates that
automatic reconnection is enabled. A value of zero (0) indicates
that it is disabled.

BBarEnabled:i:1 Indicates whether to display the connection bar. A value of zero
(0) indicates that the connection bar is not displayed. A value of 1
indicates that it is displayed.

BBarShowMinimizeBtn:i:1 Indicates whether to display the minimize button on the
connection bar. A value of zero (0) indicates that the minimize
button is not displayed. A value of 1 indicates that it is displayed.

BbarShowPinButton:i:0 Indicates whether the pin button on the connection bar is
displayed. A value of zero (0) indicates that pin button is not
displayed, the connection bar remains on top, and all server
output will appear below it. A value of 1 indicates that the pin
button is displayed so that a user can unpin the connection bar
from the UI.

BBarShowRestoreBtn:i:1 Indicates whether to display the restore button on the connection
bar. A value of zero (0) indicates that the restore button is not
displayed. A value of 1 indicates that it is displayed.

BBarPinned:i:1 Indicates whether to pin the connection bar to the shell. A value
of zero (0) indicates that the connection bar is hidden
automatically when the cursor is moved away from the
connection bar. A value of 1 indicates that the connection bar is
always displayed.

BitmapCacheSize:i: 1500 Specifies the size, in KB, of the bitmap cache in memory. The
maximum value is 32000.

BitmapPersistCachelocation:s | Indicates the location of the bitmap cache.
\Temp

BitmapPersistenceEnabled:i:0 Indicates whether bitmap caching is selected. A value of zero (0)
indicates that bitmap caching is not selected. A value of 1
indicates that it is selected.
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ColorDepthID:i:4

Compress:i:1

ConnectToServerConsole:i:0

desktopheight:i:1024

desktopwidth:i: 1280

disable full window drag:i:1

disable menu anims:i:1

disable themes:i:0

disable wallpaper:i:1

DisableFileAccess:i:1

domain:s:C1554501-A

EnableDriveRedirection:i:1

EnablePortRedirection:i:1

EnablePrinterRedirection:i:1

EnableSCardRedirection:i:1

KeyboardHookMode:i:2

Indicates the color depth in bits per pixel (bpp). A value of zero
(0) indicates 4 bpp. A value of 1 indicates 8 bpp. A value of 2
indicates 15 bpp. A value of 3 indicates 16 bpp. A value of 4
indicates 24 bpp.

The default value is either 24bpp, or the color depth at which the
OS boots, whichever is less.

Enables file and directory compression. Compression is on by
default and it is recommended that it remain so.

Used only in non-Windows-based Thin Client configurations. It
indicates the console to connect to from the command line. A
value of zero (0) indicates that the command connects to a
Terminal Services session. Windows XP Professional ignores this
setting. A value of 1 indicates that the command connects to the
host console.

Indicates height of the display, in pixels. The default value is the
resolution at which the OS boots.

Indicates width of the display, in pixels. The default value is the
resolution at which the OS boots.

Indicates whether full window drag capability is enabled or
disabled. A value of 1 indicates that full window drag is enabled. A
value of zero (0) indicates that it is disabled.

Indicates whether menu animation is enabled or disabled. A value
of 1 indicates that animation is enabled. A value of zero (0)
indicates that it is disabled.

Indicates whether themes are enabled or disabled. A value of 1
indicates that themes are enabled. A value of zero (0) indicates
that themes are disabled.

Indicates whether wallpaper is disabled or enabled. A value of 1
indicates that wallpaper is enabled. A value of zero (0) indicates
that it is disabled.

Indicates whether the user has access to the local file system. A
value of 1 indicates that access to the local file system is disabled
and the Save As and Open buttons are not available in the UIL. A
value of zero (0) indicates that the user has access to the local file
system.

Indicates the domain of the person who can log on to the remote
device. There is no default.

Indicates whether drive redirection is enabled. A value of 1
indicates that drive redirection is on. A value of zero (0) indicates
that it is off.

Indicates whether COM port redirection is enabled. A value of 1
indicates that COM port redirection is on. A value of zero (0)
indicates that it is off.

Indicates whether printer redirection is enabled. A value of 1
indicates that printer redirection is on, and a value of zero (0)
indicates that it is off.

Specifies whether redirection of smart cards is allowed. A value of
1 indicates that redirection of smart cards is on. A value of zero
(0) indicates that it is off.

Indicates what is displayed when ALT-TAB is pressed on the
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10.6

MaxReconnectAttempts:i: 20

MCSPort:i:3389

Password:s: <password>

ServerName:s:65.4.18.

StartFullScreen:i:1

AlternateShell:s: <startup shell
or application>

UserName:s:<name>

WorkingDir:s: <folder>

keyboard. A value of zero (0) indicates items on the local device
are displayed. A value of 1 indicates items on the remote device
are displayed. A value of 2 indicates that the device is full-screen
only.

Indicates the maximum number of attempts that are made to
reconnect to the host after a connection is lost.

Indicates the alternate Winsock port for the RDP. The default
value is 3389. Change this value to an appropriate value if the
terminal server is listening on a different port.

Indicates the password of the person identified in the UserName
keyword.

Note Windows CE reads saved passwords, but does not have
the ACLs to securely write passwords.

Specifies the IP address of the remote device.

Indicates whether the Terminal Service session starts in full
screen. A value of 1 indicates that the session starts in full screen.
A value of zero (0) indicates that it does not.

Indicates the alternate shell or startup application to use in a
session.

Note You can restrict usage after a user logs in by setting this
value to a specific application on the server. The user will only be
allowed to use the application that you specify.

Indicates the user name of a person who can log on to the remote
device.

Indicates the folder that contains the alternate shell or startup
application.

Common modifications of RDP profile file
The following are common modifications of RDP profile file

Keyword:type:value
BBarEnabled:i:1
AlternateShell:s: <startup shell
or application>

WorkingDir:s: <folder>

Password:b:<password>

UserName:s:<name>

ServerName:s:<RDP server>

Common modifications

Default: 1 (show top connection bar)
Modification: 0 (to hide the bar)

Default: <empty>
Modification: <designated POS app, e.g. c:\POS\POS.exe>

Default: <empty>
Modification: <working folder of the POS folder, e.g. c:\POS\>

Default: <empty>
Modification: <encrypted password generated by “"Remote
Desktop Mobile” shortcut>

Default: <empty>
Modification: <username filled by "Remote Desktop connection”
shortcut>

Default: <empty>
Modification: <IP address filled by "Remote Desktop connection”
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shortcut>

Disable Themes:i<flag> Default: <0>
Modification: <1> This will disable Windows theme to accelerate
screen performance

EnablePortRedirection:i:<flag = Default: <0> This will not enable serial port redirection
> Modification: <1> This will EnablePortRedirection:i:1

AudioRedirectonMode:i<flag> @ Default: <0> This will redirect server audio to PDA client
Modification: <2> This will disable sound playing on RDP client
& server

10.7 Best Practice deploying RDP Application
The following are important tips to deploy a RDP solution.

Best Practice Reason

Assign username per PDA unit =
(e.g. PDAO1, PDAO2, PDAO3)

Administrator could identity a RDP session and its associated
processes (application) by username

In case of issue, administrator could end the session or kill the
process for a specific PDA unit

Disable screen saver =

For each username running RDP application (e.g. PDAO1, PDA02),
screen saver MUST be disabled

Note: screen saving setting is user specific

RDP client displays whatever remote desktop is displaying.
When the desktop is screen saving, a complete black screen is
displayed in the PDA screen.

Users may think that PDA is in sleep mode. However, pressing
power key will not wake up but to bring PDA into sleep mode, also
a black screen. After several power key attempt, users may
consider there is an issue in PDA or application

Restrict each username to one .
session

In “Terminal Services Configuration” > Server Settings, define
“Yes” to “Restrict each user to one session”
This avoids repeated logon exceeding the license count

End users access to RDP profile | =
under user mode only

Avoids accidental changes of RDP profile file content that causes
problem in connecting to RDP server

% Screen saver
application.

MUST be disabled for the username used for RDP
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Chapter 11: System Clone / Backup / Restore

11.1 Introduction
(This is a feature to be released.)
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Chapter 12: Magstripe Card Reader (MSR)

12.1 Introduction
The Magstripe Card Reader USB add-on module (WF43MSR) is designed from scratch for

reliability, security, durability, affordability & software compatibility.

Unlike common CF/SD card based MSR
solutions, WideFly’s MSR has a far more
reliable attachment mechanism which could
withstand heavy duty and frequent swiping of
credit cards / magstripe cards in busy

hospitality environment.

For data security, the MSR has a unique
encryption feature at MSR’s hardware level.
The encryption key can be configured by POS
ISVs/SIs. This reduces the risk customer
credit card data, originally presented in

clear-text format, could be captured by

unauthorized persons or trusted programs
(e.g. notepad). WF43 w/ WF43MSR

Since customers have no idea what program is actually running on the PDA, it simply cannot tell
whether their cards data are processed securely within a trusted POS application or is stolen for
mis-use. The encryption feature avoids potential mis-use of credit card data because only

trusted POS applications, integrated with WideFly decryption SDK/API, could decrypt the card

data within the application memory.

WideFly’s MSR design is programming friendly. Since MSR emulates keyboard input,
integrating with POS application is as easy as reading a text field. It doesn’t require special
programming interfaces like ActiveX, DLL & RS232. This also allows easy RDP application

development.
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12.2 Attaching WF43MSR to PDA

Fod oF I.'_'_!

v
=
-
-
~—
L2
"
e
k-

= MSR front view

-

-

[
Bl
a
]

= PDA rear top is the USB host = To open it, remove the pair of = USB host cover removed
cover. screws

0y

Conmscticns

- ks |
= Insert MSR’s USB plug to = MSRis firmly held at the = Status bar shows MSR icon
the USB host socket PDA top if MSR is inserted to the
located at PDA top = Screws should be applied USB host

to strengthen the
attachment
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12.3 Configure MSR by Configuration Utility
The utility could be downloaded from Widefly FTP server. For details, please refer to Chapter
17 - FTP download

=

3
\llhltr‘i‘:lhr
VARV

1

i

]
]

i d L -

= USB converter board for = Mini-USB cable connected with = WF43MSR connected with the

WF43MSR the converter USB cable + converter
To configure the MSR, connect another end of USB cable to PC (Windows XP/Vista/7). The

device is specially designed that it could auto detected by the operating system.

The settings of WF43MSR could be modified by a Magstripe Card Reader Configuration Utility
running on PC. Run the configuration utility “hid_msr.exe”.

[ Maghtripe Card Baader Configuraton Uity vLd / J011-03-20 )
Prak Su Longuage
Fockage SEntms Evorblastege [ L TR ree—— ey
TEA -
=
T2 : : - & |'=-'I..-hl TS | _'n~;
™ . : =1 EE [ [
Discode Moda
Ceicand Fofesd Data Encryptiss
Deleriier [FB s [ el I " ™ |Enatin |
. « | #ue ™2 [fname 5]
Encrphan Fary [1E chari)
Log Ciervice Fownd Fv'uu:u:ﬂum - Blardk Tk Cidgnd -1 | TP Cpabie -
[Fumwmen Yersion e Oupd  [amaTa
B ATASFVE OR Sl Pl [ T
. [:En_aammu . s o
Ratath [ Load Setings | ey — Uit | @ | Est |
Configuration Notes
Package Prefix / Suffix | Additional Prefix / suffix characters can be added to beginning /
ending of 3-track data
For example, it is very common to add newline at package
suffix. So, newline is the default suffix.
TK[1/2/3] Prefix / Additional prefix / suffix can be added to track 1/2/3
Suffix
TK[1/2/3] Error If there is error reading a track, specific error message could be
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Configuration Notes
Message defined. By default, it is empty.

For example, you may define "ERR” as error message

ISO TK[1/2/3] SS/ES

SS is start sentinel / ES is end sentinel

According to ISO standard of magstripe card data:
Trackl SS/ES: % / ? Track2 SS/ES: ;/?
Track3 SS/ES: + / ?

Decode Mode

Some tracks may be disabled
Default track data order is TK1-TK2-TK3

Data Encryption

Yes or No.
By default, data encryption is No.

Encryption Key

A 16-characters key.

By default, the key is "WF43ABCDEFGHIJKL"

It is recommended to change this key for production
environment

Blank track output

If this is YES, empty track will send track prefix/suffix as well as
SS/ES with empty data.
Default is NO

Serial Number

MSR serial no (S/N). For MSR demo unit, S/N is empty.

Load / Save Settings

Settings can be saved / loaded via a text file.

Refresh

Refresh to re-connect MSR.
Note that “refresh” does not retrieve settings from MSR internal
memory.

Update

Write all MSR settings to the MSR internal memory

Delimiter

Reserved fields. Read only.

To update configuration of a MSR, follows the steps below:

= Connect mini-USB cable + converter + MSR and plug the USB cable to PC

» Run the configuration utility and input new settings.

Note that the utility does NOT retrieve

current settings of the MSR but to write new settings to the MSR.

12.4 Configure MSR sound by WF43

Goto Start > Settings > MSR

Sound Setting
o Ol

Sound Setting

= Default is ON.
When MSR is plugged to the PDA, system will play a MSR plug-in
sound and the taskbar displays a MSR icon. Similarly, when the
MSR is removed, system will play a sound and hide the taskbar

MSR icon.
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12.5 MSR data encryption
Data encryption is a unique feature to protect clear-text credit card (or Magstripe card) data

from being copied easily by notepad or any untrusted applications.

Ky iy

[WF4 B4R DE FoHLL

Lacryphed M5= (9

[ES6FAERT RS MRS E L 1207 )
FEDE DS PP ES TS e A
PSR T IO 2405 D PO A TR
f AL ZABTI2 L IDCBAT 55 FECTEAADEES
[ S AT OOTIE TGO DOEAR 2
[ AR P DO TG A

?

i TR FCOFBS PR

[ [

Trachd:

.

Clear-text data without encryption
= By default MSR encryption is off.
= Card swipe will generate clear-text keyboard input that could be

captured by Notepad

Download MSR Decryption Utility

= This decryption utility demonstrates how decryption mechanism
could be incorporated to the POS application. Thus, only trusted

application could decrypt the card data within program memory

Note: The source code as well as EXE file of this utility could be
downloaded from the FTP server. Please refer to Chapter 17 - FTP

Download.

12.6 MSR data encryption via RDP
Application running via RDP is indeed server-side application. WideFly MSR works perfectly

with server-side RDP POS application as well as local PDA application.

To demonstrate MSR via RDP, follow the screenshots below:

= Establish RDP session from PDA to server
= Run “MsrAesTester.exe” at server side. First, locate focus on
“Input a string” box and swipe a credit card at WF35.

= Press “"Decrypt” to retrieve original card data

The POS app could integrate with this decryption library (DLL) so

that credit card data could be processed securely within application.
Note: The source code as well as EXE file of this utility could be

downloaded from the FTP server. Please refer to Chapter 17 - FTP

Download.
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12.7 Disable Word Completion
Since WF43MSR emulates keyboard input, Windows Mobile "Word Completion” must be

disabled and this is the default configuration. Otherwise, MSR input will become slow

because of accumulated word completion database.

iy Settings o o o2 1) To disable Word Completion:
] HH
= Uncheck “Suggest words when entering text”

[pat

[ smmt worrhn shne ervterirgg tet] = Uncheck “Enable Auto Correct”

Saapget ihes' o e L = |
Bt |:| e If the word completion database has grown too big that it impacts
= MSR input speed, press “Clear Stored Entries” will clean it up.
[ Chuar Stmred Entries
:‘..‘J:“!Fu:-'::‘rﬂ'l

[Ty [V S—— -
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Chapter 13: Barcode Scanner

13.1 Introduction
Similar to WF43MSR, Widefly has developed an USB add-on device for Barcode Scanner
(WF43BS1). The device is a Laser Class 1 barcode scanner powered by reliable, durable and

high performance scanning engine from Motorola.

Unlike common CF/SD card based Barcode
Scanning solutions, WideFly’s Barcode
Scanner has a far more reliable attachment
mechanism which could withstand heavy duty
and frequent scanner in busy hospitality

environment.

The scanner is uniquely designed to
accommodate keyboard emulation and serial

port input requirements.

For key emulation, it will be as simple as
keyboard input and thus very friendly to
developer without additional OCX/DLL and

programming facility. This also facilitates WF43 w/ Barcode Scanner

simplify data capture in RDP environment.
If asynchronous data capture is required (i.e. data is collected in background without UI focus),

the scanner could be configured to send data via serial port instead of to emulate keyboard

inputs.
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13.2 Configuring Barcode Scanning

Barcode scanning could be triggered by left or right shortcut keys. Goto Start > Settings >
Inputs & Languages > Buttons..

&y tezom .. - Assign scanning program to shortcut key
Tutievn = Either left or right shortcut could be assigned
1. S b basmon . w " .
S e Assign program “StartDecode.exe” to the desired shortcut key.
Wl L Btton  <hioress * Press OK

% ..I""'.lI Eran DT ode s

[ T —

ﬁn,:,mhr:..'u|l.n':ﬂ-nl:-|ﬂlhl|

w Configuring Data Input Method

By default, Keyboard Emulation is selected.
B aadke S i | See T mogk

= If “Serial Port” option is selected, data will sent to COM9. The port
F e iy settings is 9600,N,8,1.

8 Kioyboard Emulation = Prefix/Suffix are characters added to scanning result beginning

and ending. By default, suffix is \r, i.e. newline.
{73 Dt Irgut: Sesriml Prort (S0 9 4 ! \r

= “Read SN” retrieves S/N of the internal scanning module.

v | | Note: WF43BS1 S/N should refer to the label affix on the barcode
Eolfe iy | scanner rear instead of this internal S/N.
= Press “Apply Default Settings” could restore scanning engine
| “” | parameters for proper communication between PDA & the engine.
Apply Dafault Sattings |
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Chapter 14: Misc. Configurations

14.1 Sounds & Notifications
Tap Start > Settings > Others > Sounds & Notifications

Sousmsls & Hebificstens Soumsls & Hebificstens Saumsis & Huuﬁ-:lbl-nlé :
Enatla soends far Enatls sibeaticns lon Enakls soends far | ¢ m
:-_u_li'!ml'l.mllrl.ﬁ;u LT I E'!-::\-nr tapm; :-_u_li'!ml'l.mllrl.ﬁ;u Ipl.'f.ﬂ u' :
|'."'_ Fragwma '-!:' whort ""- T E
FII\.I."-:J.‘-:\H CadiTre, iy | Cll-l.l-l...m FII\.I."-:J.‘-:\H Ij-u.riu_ I]
i_ eTwee BpA I:-_:-!..n-.- i_ eTwee BpA g !
(8] ® o @ F
D-w'thw h.:rrﬂf |“- G e - ] : |
@] @ O @i @on
) wbrate
o

'ﬂlﬂ.‘h|mm|“m| M|mlﬂ'ﬂilﬂl'¥ﬁ| 'ﬂlﬂ.‘h|mm|“m|

= By default, screen taps and = At page “Vibrations”, = To adjust the speaker
shortcut keys have no adjust screen tap vibration volume, tap speaker icon
sound strength and apply changes

14.2 Display & Rotation
Tap Start > Settings > Screen and Start > Settings > Others > Auto Rotation

S

Qubana b
1) Pt T
{1 Lisdiscagt [raphit-Sasdded) ik
i) Lenaiscaget [eh-2andad =
Align Yereen

dage thet sitrmes L6 Al PRy

e W ke L

DA_:-‘-.:HI“ Feriwiee.

[ e |ﬂtHTr|:-|-|Thr5-H|

= Configure Portrait or = Configure if screen auto
Landscape rotation is enabled. Itis
disabled by default
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14.3 Clean Reset

To perform Clean Reset initiated from Windows Mobile environment, tap Start > Settings >

Others > Clean Reset.

Clisan resel B & procedurs resionng
sysiem 1o factory delault seltings
Please eter " 1234 below and preds
confim 1o procesd

= Clean reset screen

14.4 Task Manager

Clisan resel B & procedurs resionng
sysiem 1o factory delault seltings
Please eter " 1234 below and preds
confim 1o procesd

1334

= Enter 1234

Clisan resel B & procedurs resionng

Ml wmer data and nstabed
prosgrams vl be erases
Pesss conlim sgam

[Con ] [osmen]

* Press “"OK” to confirm and
reboot. This will initiate
clean reset procedure

Task Manager is a system utility that lists out active applications as well as allows killing of

unresponsive applications.

Apphosbioa Mam | CPUY
L PLOTL T T B
_F igitdtar i B
|| N Explarar 0B D
| Tk Harager g B

= Task Manager lists all
active applications. Press
“End Task” to terminate
the selected application.

Tap Start > Task Manager.

= To list system processes,
press “Menu > View >
Processes”
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= To list system processes,
press “Menu > View >
Processes”
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Chapter 15: Remote Screen Capture & File Transfer

15.1 Remote Display and Screen Capture
A remote display and screen capture utility, call MyMobiler, is pre-installed on the PDA. Tap

Start > Tools > MyMobiler. Please refer to Chapter 17 - License Info.

= Start > Tools > MyMobiler = At today screen, lower » Tap MyMobiler icon to pop
= By default, MyMobiler is right is the MyMobiler up the configuration menu
not configured to run on agent icon
boot up
|
EN N e [—— -
- BauEw _ e -
[P e Ty e "
r—— ConseciTe
P Mobile 1P: GEIS[TNIEIL =
Cintundn1 B Cannra
ForhLrs D altap B E'| TRIT &I,
duire, L presis 16 FRA G
[FSFEERE ]
blgcan Cosmaw Ta B Lagin
gy Mcksy Pas wwaad e
Loz
o Set Delwet Passward |
.
= At PC, run MyMobiler = Enter the IP address of the = Remote display and control
program PDA and press “Connect” of PDA enabled
= Right click the icon and = The screen could be
press “Connect IP” captured in clipboard or

saved in file

Note: MyMobiler could be downloaded at http://mymobiler.com/?p=72
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15.2 Remote File Transfer
MyMobiler is also a tiny FTP server. When it is executed and stayed resident on the PDA, it

allows incoming FTP client connections for file upload & download.
By default, username and password are “admin” and “hello” respectively.

At PC, it is highly recommended to use standard FTP client like FileZilla
(http://filezilla-project.org/).
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Chapter 16: Configuring Today Screen

16.1 Create RDP shortcut on Today Screen
The following is an example to place a RDP shortcut on the today screen. Thus, it will be very

intuitive to start a RDP by tapping the icon on the today screen as if it is running local

application.

Follow the steps below after a RDP profile is created.

Today

Tt & P bor g cieds

IV e

|, M purple
il and Repubie bl
B Aradl aranc

vema Wang red

[hesrhi=] (@rva doads o T8 Toaliy wrass.

[ 1 s pacirn 2 e ke

EITI‘-t‘-r'IlHI-I" Eﬁl -]

* Goto Start > Settings >
Others > Today

* Tap “Items”

bt | T

* Uncheck all items except
“Easy Today Launcher” and
press “Options”

Futhi |'Hr I:umunn'.fm'.l-".‘l”

"lll"l"'lml.

Arza |

."-I-.-h|l.|-|-n-r||lbm|

= Press “Add”
= Press “Save”
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= Select folder & RDP profile file

= Today screen shortcut "POS” is
created and press “"OK”
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B Woakl yvou boe warve
changes?

[ee | we |{comcu]

= Press “Yes” to save changes = RDP profile shortcut created
on Today Screen.
= End users simply tap this icon
to start a RDP session as if
running a local application

16.2 Hide and Show Taskbar
The top taskbar could be hidden by a small utility called ToggleStart.exe.

= To hide taskbar, put the = The ToggleStart utility could
ToggleStart.exe on Today hide and show the top taskbar
Screen

Note: Easy Today Launcher and ToggleStart.exe is a freeware. Please refer to Chapter 17 -

FTP Download for download info.
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Chapter 17: FTP Download

17.1 Introduction
Widefly’s FTP server provides ROM updates, utilities and sample source codes for downloads.

The FTP logon information is shown below:

Server: ftp.widefly.com

Username: ftp-widefly.wf43
Password: widefly.com.wf43.2011
Folder root: /ftp-widefly.wf43/WF43

17.2 FTP Folders & Files
The following are files & folder structure of the FTP server.

Folder & Files

WF43 ROM
fftp - wideflyw  f43/WF43/ROM /
v1.0.2/ v1.0.1 ROM
vX.y.zl vX.Yy.z RO (for example)

SDK (Bi xol on Bl uetooth Printer)
fftp - widefly.wf43/WF43/SDK/Bixolon Printer

Mobile Unified Utility V2.2.0 / Printer setup uti lity for WM & PC
SPF- R200 Windows SDK 1.1.5 STD / SDK source codes
SDK_(WF43MBR)
fftp - widefly.wf43/WF43/SDK/WF43MSR Source Code for decryption
SDK (W ndows Mbile 6.5 SDK for WF43)
Ifip - widefly.wf43/WF43/SDK/WM6.5 — WF4:
Uility
widefly.w  f43/WF43/Utility
Bixolon Printer [ Bixolon Printer test utility
WF43MSR/ WF43MSR configuration utility
Freeware/ Windows Mobile freeware
(ToggleStart, Easy Today Launcher, MyMobiler)
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Chapter 18: License Info

18.1 Freeware

License Info

Easy Today Launcher v1.1.0.3 is a freeware from Loffactory
Website: http://1of factory. webs. conf easyt odayl auncher. ht m

IgtEditor v2.0 is a freeware from Fann Software
http://wwm. fannsof t war e. conf PpcSof t Mai n. ht m

MyMobiler v1.25 is a freeware from MyMobil er
http://wwm. mynobi |l er. com

<< End of document >>
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